Building blocks for a quantum internet
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If one thing has changed our daily lives over the past 20 years, it must be the internet. At the start of the century,
you still had to dial-up per phone for internet access. Cat videos were of course unheard of in those days due to slow
internet and Youtube did not even exist. But now, more than 98% of the Dutch population has access to the internet
[1], almost anywhere and at any time. In times of social distancing and lockdowns for the COVID-19 pandemic,
internet bring us together through Skype, Hangouts and Jackbox, still allowing for much needed social interaction.
Staying home full-time would for sure have been very different in the pre-internet age.

Much of those enormous streams of data are not meant to be shared, especially not if it concerns your medical
information or a bank transfer. That’s why data is often encrypted (i.e. transformed by some mathematical operation)
when transmitted, so that an eavesdropper cannot make sense of it. The transmitting and receiving parties know
which exact mathematical operation was used (they have key), and for as long as they are the only ones who have
the key, they can securely send their data. However, there is no proof that the current algorithms are fundamentally
secure. If somehow the eavesdropper finds a smart way to greatly increase his computer power (or even finds out how
to use a quantum computer) to retrieve the key, he can possibly decipher the information.

How can we keep data transmission secure in the future? Is there a way to even make it fundamentally secure? The
answer is yes. By making use of quantum mechanics, quantum key distribution can make it possible. With quantum
key distribution, an attempt to eavesdrop on the key is always detected, in which case the actual message will not
be sent before distributing a new key and the information is kept safe. In case you are interested and want some
background information, there are some nice earlier publications from our group [4-6]. For distributing quantum
keys, you need to send quantum information from one end to the other. In more general terms, as you want to be
able to do this with many different possible connections, you need a quantum internet! The most popular carriers for
sending quantum information around this internet are few-photon pulses, as they can travel fast over large distances
if they are guided in optical fibers. But even for the best fibers, the attenuation (photon-loss) length is on the order of
100 km, by far not enough if you want to send information across the ocean. The solution to this is to place quantum
repeater boxes at fixed distances in the communication channel.

But repeating (as in current internet repeaters) a quantum state is tricky, as measuring such a state will immediately
disturb the state of the photonic pulse (this is of course exactly why one cannot eavesdrop). A protocol called the
DLCZ protocol describes how these boxes can be used to achieve communication over large distances by making use
of atomic ensemble (i.e. a lot of individual atoms) and photons in a clever way [2].

The goal of the DLCZ protocol is to entangle two ensembles at the far ends of the communication channel. How
we can get there and what it means is schematically illustrated in Figure 2. There are two atomic ensembles, I and
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FIG. 1: Information is only fundamentally secure in an information-theoretical sense [7].



FIG. 2: Entanglement between two ensembles. Ensembles I and J are both illuminated with a weak laser, detuned by an
energy A, such that on average less than one photon is emitted from either ensemble. The emitted photon pulses are combined
in a beam splitter BS. Upon detection of a single photon in detectors Dy or D, the two ensembles are in an entangled state.
Figure adapted from [3].

J, with three relevant energy levels as drawn inside the squares representing the ensembles. In a simplified picture,
we can assume that all atoms in the ensemble have the same three level energy structure where a single electron can
occupy one of the levels, so we can prepare the ensembles such that the electrons from all atoms are in state |g). The
next step is to excite the ensembles to state |e) with a short laser pulse such that on average less than one photon is
emitted from a subsequent |e)-|s) transition, from either of the ensembles. We ensure that this requirement is fulfilled
by using a sufficiently weak laser beam which is also slightly detuned, i.e. the driving laser photon energy is lower than
the energy difference |e)-|g) by an amount A. This can lead to the emission of a photon with a frequency that is lower
than the laser frequency by the energy difference between |g) and |s). Next, the output pulses of both ensembles are
filtered from the laser pulse and combined in a 50/50 beam splitter, where two single-photon detectors are positioned
at the two output channels. If one of the detectors counts a photon (click!), you know that one ensemble contains a
single excitation at level |s), but the beam splitter removed all information about from which of the ensembles it came
from. This means the systems are now in a superposition of zero and one excitation, as you fundamentally cannot
know where the photon came from. With the mapping |0) = |g) (zero excitations in the ensemble) and |1) = |s) (one
excitation in the ensemble), this state can be written as (here we omit a phase factor for simplicity, but also in reality
this phase factor can be 1 by carefully tuning your setup):
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This is what is called an entangled state. It means that if you measure that the state of ensemble I is |0), the state
of J becomes [1) at that same moment (as in the Einstein-Podolsky-Rosen paradox).

Let’s assume that we now want to entangle two ensembles that are separated by several thousands of kilometers.
That is by far too long if we want to do that in one go. The photon will be absorbed by the fiber before it reaches
the beam splitter. But fortunately, we have enough quantum repeater boxes that we can put at fixed distances so
that the communication channel from A to Z is now divided in a number of segments shorter than 100 km. We can
do the entanglement trick for all segments first, as shown in Figure 3a. After that’s done we can reduce the number
of segments by halve by entanglement swapping, a process that is very similar to entangling two ensembles. Here, we
look at two neighboring segments, each contains two entangled ensembles with a single excitation. In the swapping
step, a strong laser pulse, the read pulse, will read out the state in two unentangled ensembles by efficiently converting
the excitation to a photon pulse. The pulses are combined in a 50/50 beam splitter, and upon measuring one photon,
we know there is still one excitation left in the system but due to the beam splitter it is again impossible to know
where and the previously unentangled segments are now entangled (Figure 3b). If you repeat the swapping operation
step until there is only one very long entangled segment left, you have successfully entangled the qubits at A and Z
(Figure 3c).

But there is a caveat: entangling two qubits is a probabilistic process, since it depends on detecting a single photon
at one of the detectors while the probability of emitting a single photon must be smaller than one. If there are no
photons detected, it means that the entanglement operation did not succeed. Now there are two options: you can
either try to entangle all segments until by chance they are all successfully entangled successfully at the same time,
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FIG. 3: a) Entanglement over a large distance can be achieved by first entangling a number of short segments. The arrows
indicate an entangled segment. b) after the first swapping step, the distance over which two ensembles are entangled doubles.
¢) The swapping step needs to be repeated until the ensembles at the far ends are entangled directly. Figure adapted from [3].

or you try to store the entangled states and retry to the entangle the segments that weren’t successful in the previous
trial. The first option might work for a short distance but becomes very inefficient for longer distances. The second
option is much better in that regard, but means that the ensembles must be able to keep the entangled state they’re
in stable for some time, i.e. they must serve as a quantum memory!

In the Physics of Quantum Devices group we are working, together with a European consortium of eight other
research groups, on the realization of a quantum memory. In this project, called QuanTELCO [8], we are using
silicon carbide (SiC) with transition metal impurities. SiC is a material which is widely used in the semiconductor
industry, mature fabrication processes are readily available and a lot is already known about the optical and electronic
properties of SiC with transition metal impurities. For this project, we are specifically interested in SiC with vanadium
impurities, since these defects can absorb and generate single photons around 1300 nm. This wavelength is particularly
interesting because it is right in the middle of the telecom O-band (1260-1360 nm), a range where the attenuation of
the optical fiber very low and which makes it compatible with the current telecom technology and existing optical-
fiber networks. This is also what makes this material unique, as competing materials do not directly emit at this
wavelength and require tricks like frequency conversion before the photonic pulses can be sent across large distances.

However, many basic properties of vanadium defects in SiC are still unknown. In the coming years, we will study
the physics of this interesting material and hopefully find answers on questions like: how do electron spins in the
ensemble couple to photons? Why are the spin excitations disturbed by phonons and what are the processes behind
it? Answers that will help us to better understand this material, which is much needed before a we can prepare a
successful demonstration of a working SiC-based quantum memory and bring us one step closer to fundamentally safe
communication.
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